
 

 
 
 
 

 
 
 

Key Questions in COBIT Success—
What You Need to Know 
By Brian Barnier, CGEIT 
 
How do I get “the business” to pay attention? How do I take the 
next step? How do I build the business case? 
 
ISACA® and SearchCompliance.com recently hosted an all-day 
virtual seminar on IT governance, risk and compliance. This 
event drew more than 4,500 attendees. In reviewing the many 
questions, several groupings emerged. This article will take a 
look at two: 
1. Getting awareness, attention or engagement from “the 

business”  
2. Understanding how to take the next step in a COBIT® (or  

Val IT™ or Risk IT) implementation 
 
This led to another question that flows from the first two:  “How 
do I make the business case for …?” These are big questions. 
Failure to understand them wastes resources and could get a 
project killed. 
 
How Do I Get the Business to Pay Attention?  
First, read COBIT (and Val IT and Risk IT). Start at the beginning, 
with the business objectives. I am surprised by the number of 
people who have the control structure diagram on their office wall, 
but do not recall the cascade chart that starts with the business 
objectives. In workshops, I ask for an example of a business 
objective. Someone might say “to prevent intrusion and exploits 
through scanning and patching.” Someone else might do better by 
saying “to reduce downtime and unscheduled work through a 
regular security administration process.” But, I am looking for more. 
Then, someone says “to avoid revenue loss, frustrated customers 
or payment of penalties due to data loss.” That is much better.  
 
Stronger still is “to more easily add new business partners for new 
sales channels and to quickly on-board new customers.” The latter 
is all about business objectives. Good sources to help find business 
objectives are strategy documents or business plans. To be more 
specific, follow the business metrics breadcrumbs. Find the 
personal performance metrics of the business leader to whom you 
are talking. What matters to the vice president of sales is different 
from what matters to the vice president of finance, vice president of 
human resources or vice president of operations. Speak directly to 
what matters to that person. ISACA frameworks include multiple 
roles in the RACI charts. In this economic environment, focus on 
enabling revenue and cutting waste.  
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Show how you can keep people employed who 
can make your company more competitive and 
grow profitable revenue. 
 
How Do I Take the Next Step?  
Begin with the business. Then, be honest. In live 
events where I can interact with people on this 
question, practitioners seem to struggle in two 
ways. First, they are simply unfamiliar with their 
business, ISACA frameworks or both, so they can 
get a bit lost. In these cases, the COBIT goals and 
objectives flow chart is a helpful way to structure 
the business. Second, humans are often 
overconfident in assessment. This causes them to 
keep building on a shaky foundation (and, thus, 
projects run into trouble) or go to the wrong places 
because they assumed a higher-priority area was 
good enough. Fortunately, the ISACA maturity 
models and benchmark data provide assistance. 
In the IT Governance Global Status Report—2008, 
users of COBIT often ranked themselves lower in 
maturity than nonusers.1  
 
So it may be that you are realistic, but others in 
your organization are not. While an outside 
facilitator is often the fastest, one can work on 
his/her own with the organization to step through 
the maturity model. Ask “where are we now and 
where do we want to be?” Expand this exercise 
starting with those closest to the pain. Build a 
group perspective. When you are done, the full  

group can discuss implications. Being honest 
helps you better align actions to business 
objectives and keeps projects out of trouble. 
Professionally, it avoids mediocrity. 
 
This takes us to building a better business case. If a 
practitioner focuses on the real business objectives 
and is honest in the maturity assessment, two huge 
hurdles are removed. But, there is another common 
problem here. Practitioners ask, “How do I create a 
business case that demonstrates the need for …?” 
Here, especially in live sessions, we ask, “How do 
you know where that need ranks on the priority 
list?” The pain we see today seems like the biggest. 
Yet, one must step back and look at the business 
objectives. Using COBIT, Val IT and/or Risk IT 
enables us to prioritize in line with the business. 
When this is done, we may have a great business 
case for a particular pain or we may uncover more 
important problems. The professional’s role is to 
present all of these to the business (remember that 
“the business” is really a collection of business 
lines, geographic locations and functional groups 
with their own sets of business measurements) in a 
prioritized way with implications, compared to their 
objectives, and let them draw a line. 
 
This relatively simple perspective answers many 
questions and lies at the heart of this shared body 
of knowledge. Do not forget, the body of 
knowledge is more than the COBIT, Val IT and 
Risk IT frameworks. There is other guidance, 
including specific documents on business cases 
for the frameworks. Using these can cut months 
off projects and speed the time to benefit. 
 
In conclusion, yes, we have busy lives. Yes, our 
business and IT organizations are complex. But, a 
few simple points of focus can make life easier 
and us more personally effective. 
 
Brian Barnier, CGEIT  
is a principal at ValueBridge Advisors. He has 
worked in both business line and IT roles. He 
researches, teaches and writes on business-IT 
effectiveness. Barnier served on the task force that 
created Risk IT and is on the program committees for 
the IT Governance, Risk and Compliance 
Conference and the North America Computer Audit, 
Control and Security (CACSSM) conference. He can 
be reached at brian@valuebridgeadvisors.com. 
 
Endnote 
                                                 
1 IT Governance Institute, IT Governance 

Global Status Report—2008, USA, 2008 

COBIT Research Update 
 

COBIT and Val IT initiatives scheduled for 
availability in the first quarter of 2010: 
• COBIT®

 Mapping:  Mapping of BS 25999 With 
COBIT®

 4.1 
• COBIT®

 Mapping:  Mapping of CMMI With 
COBIT®

 4.1 
• COBIT®

 Mapping:  Mapping of FFIEC With 
COBIT®

  4.1 
• COBIT®

 Mapping:  Mapping of ISO 20000 With 
COBIT®

 4.1 
• COBIT®

 Mapping:  Overview of International IT 
Guidance, 3rd Edition 

• SharePoint® Deployment and Governance 
Using COBIT® 4.1:  A Practical Approach 

• Value Management Guidance for Assurance 
Professionals:  Using Val IT™ 2.0 

• The Business Case Guide:  Using Val IT™ 2.0  
 
Please visit the ISACA Bookstore 
(www.isaca.org/bookstore) to order. 
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Using the Newest ISACA Framework, Risk IT 
By Dirk Steuperaert, CISA 
 
In late November 2009, ISACA released the Risk 
IT:  Based on COBIT® framework, a further 
extension to its framework products—COBIT and 
Val IT. Risk IT (pronounced Risk eye-tee) focuses 
on IT-related enterprise risks. The initial 
publications in the Risk IT series are The Risk IT 
Framework and The Risk IT Practitioner Guide 
(www.isaca.org/riskit). 
 
Initial feedback received from briefings with major 
analyst firms to support the introduction of Risk IT 
has been positive. Several of the analysts 
confirmed that the topic of business risk and how 
to manage it to protect and bring added value to 
organizations is a hot-button issue that is expected 
to take on even more importance in 2010. One 
analyst commented that he had already used the 
exposure draft with a client in Europe. This client is 
already using COBIT, but was looking for guidance 
that dealt with risk in more depth. Risk IT met the 
client’s need since it integrates with other 
standards and practices, goes beyond IT to help 
organizations address business risks, and has 
supporting, practical, clear “how to” guidance. 
 
So Risk IT Has Arrived—Now What? 
What can one do with it? What immediate practical 
use can be made of the framework and supporting 
guidance that are now available? 
 
Of course, there are many potential uses. As with 
the COBIT and Val IT frameworks, which parts 
should be used and in what manner depend on an 
enterprise’s current situation, capabilities, 
objectives and priorities. 
 
Here are some initial suggestions of immediate 
uses for the Risk IT materials, which may or may 
not be applicable to your enterprise or situation: 
• Consider an organization where an enterprise risk 

management (ERM) approach is established, but 
where IT risk management is treated and reported 
separately. In such a case, the Risk IT process 
model can be used to start integrating IT risk 
management into the overall ERM system by 
assigning IT-related responsibilities to the roles 
defined in the Risk IT model and by implementing 
any additional process steps required as described 
by Risk IT’s Risk Governance (RG) domain. The 
alignment of the Risk IT principles and practices 
with major ERM approaches such as the 
Committee of Sponsoring Organizations of the 

Treadway Commission’s Enterprise Risk 
Management—Integrated Framework (COSO 
ERM) and ISO 31000 (previously AS/NZS 4360) 
will help with such an integration. 

• More generally, any enterprise could perform a 
quick check against the high-level RACI chart 
(figure 8 in The Risk IT Framework), compare the 
organization with the roles and responsibilities 
presented there, and determine whether any 
observed differences would indicate that corrective 
action is required. This check can be applied by 
most enterprises having an organized approach to 
risk management. 

• When considering the techniques presented in The 
Risk IT Practitioner Guide, some are applicable to 
many enterprises, independent of their maturity in 
the risk management area. For example, in 
chapter three of The Risk IT Practitioner Guide, 
communication of risk issues and the risk profile of 
an enterprise are discussed. Risk communication 
needs apply to all enterprises and this chapter 
describes the important information flows on which 
risk should be presented. The risk profile section 
provides a high-level structure for reporting and 
following up on risk in the enterprise, including all 
major indicators and information. Material in other 
chapters may also strike the user as particularly 
useful in his/her current situation. 

• If an enterprise has a need for more consistent risk 
analyses, it is suggested to consult chapters four 
and five of The Risk IT Practitioner Guide. In 
chapter four, an approach to define consistent 
measures for describing risk, both the impact and 
frequency dimensions, is depicted. These 
techniques go beyond the purely intuitive, 
qualitative approaches and in the direction of more 
quantified risk analysis options. Chapter five 
introduces a scenario-based approach to risk 
analysis, a powerful way of combining the 
knowledge, skills and experience of management 
to identify, assess, prioritize and plan mitigation of 
the most relevant risks facing the enterprise in a 
consistent way. 

• As a final suggestion, in a situation where 
enterprise management is not sure that it is 
covering all possible IT-related risks, it is 
suggested to review the following components of 
The Risk IT Practitioner Guide: 
- Compare the enterprise’s risk register (or 

equivalent) with the broad categories, as 
described in figure 6 of The Risk IT 

Continued on page 4 
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Practitioner Guide. Does the enterprise 
recognize all three categories of IT-related 
risk? If not, there may be opportunities to 
expand and better understand risks in these 
areas. 

- The technique of risk scenarios and how 
best to build them (introduced in the 
previous point) can be used to identify and 
define relevant risk scenarios for the 
enterprise. Cross-checking the results 
produced with the enterprise’s risk register 
(or equivalent) will reduce uncertainty about 
whether all relevant, significant risks are 
identified. 

 
The suggestions provided here are some initial 
examples of how the Risk IT materials could be 
useful immediately. This article is meant to inspire 
readers to explore both Risk IT publications, and 
make some discoveries on their own. Many other 
uses are possible.  
 
Dirk Steuperaert, CISA 
is currently running his own consulting company, 
IT In Balance, providing IT governance-related 
services. Previously, he was a director at 
PricewaterhouseCoopers in Belgium, responsible 
for IT governance services. During the early years 
of his career, Steuperaert gained IT and IT audit 
expertise at SWIFT and ING Belgium. He was also 
a member of the COBIT Steering Committee (CSC) 
from 2006-2008. Steuperaert provided consulting 
support to ISACA as project manager of the 
development team for the new Risk IT framework 
and is currently performing a similar role for the 
new COBIT® 5.0 research initiative.  
 
Editor’s Note 
ISACA would like to hear how you are using the 
Risk IT materials to deliver value to your 
enterprise. Please share your experiences by 
submitting an article to COBIT Focus. Learn more 
about submitting an article for inclusion in COBIT 
Focus by contacting publication@isaca.org. 
 

COBIT Education Update 
 
New Online COBIT Training 
The online COBIT® Foundation Exam is now 
available on the ISACA e-Learning Campus. 
Please visit www.isaca.org/elearning and follow 
the registration instructions carefully: 
• To register and take the exam, please go to 

www.isaca.org/elearning. 
• In the first red box, labelled e-Learning Campus, 

click the Go to Campus link.  
• Log in with your ISACA credentials. 
• Click the COBIT button on the left navigation bar.  
• Select the COBIT Foundation Exam link. 
• Complete your purchase and then click Launch 

to begin the exam.  
 
Questions regarding the COBIT Foundation 
Exam may be sent to cobittraining@isaca.org. 
 
ISACA Training Week Offers COBIT Training 
The COBIT®:  Strategies for Implementing IT 
Governance Training Week course will be 
available at the following locations in 2010: 
• 22-26 March 2010, Dallas, Texas, USA 
• 24-28 May 2010, Charlotte, North Carolina, USA 
• 13-17 September 2010, Orlando, Florida, USA 
• 11-15 October 2010, Indianapolis, Indiana, USA 
• 6-10 December 2010, Las Vegas, Nevada, USA 
 
For more information and to register, please visit 
www.isaca.org/trainingweek.  
 
ISACA On-site Training 
ISACA’s On-site Training program brings the 
Training Week’s COBIT:  Strategies for 
Implementing IT Governance course and other 
COBIT courses to the trainee.  
 
Groups of 10 or more requiring COBIT training 
can maximize their organization’s training 
opportunities while minimizing costs by 
eliminating the need for staff travel. For more 
information about this and other training 
programs, please visit 
www.isaca.org/onsitetraining. 
 
Framework Education at ISACA Conferences 
Many of ISACA’s 2010 conferences—including 
North America CACS, Asia-Pacific CACS, 
EuroCACS and the International Conference—
will include COBIT-, Risk IT- and Val IT-related 
courses. Please look for detailed information at 
www.isaca.org/conferences.  
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Disaster—Is It a Blessing in Disguise and Is BCM the Boon? 
By Bhavani Suresh, CISA, CISM, CGEIT, CISSP, CICA, PMP, ISO 27001 LA,  
ISO 9001 LA, SKEA (Senior Assessor) 
 
In the middle of the current economic downturn, 
while companies are still struggling to sustain 
business, it is important to ensure that business 
continuity management (BCM) is still figured in the 
budget. Epidemics such as the H1N1 influenza 
also bring BCM to the forefront since they can 
potentially bring a business to a halt.  
 
Although this subject is repeatedly emphasised, the 
significance of BCM is important to reiterate as many 
businesses are not prepared for such a scenario. 
Ironically, most BCM projects are kicked off either 
after a real disaster or after a major disruption in 
services. Figure 1 shows the impact of a disaster 
and also the percentage of businesses that went 
bust after a disaster. This may be an eye-opener for 
many C-level executives and BCM managers who 
need to start seriously thinking about BCM.  
 
It is important to note that BCM is not an IT subject 
alone. Also, there is often a mixing of terminologies, 
such as business continuity planning (BCP) or 
disaster recovery planning (DRP). BCM 
encompasses the BCP and DRP procedures. When 
a disaster strikes, it will definitely disrupt the 
business, but the level of disruption may vary. 
Therefore, the level of impact decides whether it is a 
disaster or just a minor disruption. Even in BS 25999, 
‘Business Continuity’,1  there is no specific reference 
to disaster recovery; it is addressed under business 
continuity strategy.  
 
BCM fails in many organisations because the 
organisations are following a silo-based approach.2 

That is, risk management for the various assets is 
carried out independently as is the business impact 
analysis (BIA), and they are not interlinked. 
Therefore, when a disaster strikes or business 
disruption occurs, organisations do not know which 
assets are linked to which business processes and 
which services, especially IT services, to bring up 
first and which can wait until later. This is especially 
significant in organisations where IT services are 
strategic enablers of the business.  
 
To address this challenge, the service-oriented 
architecture (SOA) approach can be applied to BCM. 
The remainder of this article explores how to do so.  
 
The Approach 
Traditionally, risk management and BIA are the 
two major components of a BCM programme. In 
many implementations,3 they sit as two separate 
islands. However, SOA can be applied to BCM so 
that the different processes are interlinked and can 
interact well. The SOA approach for BCM is shown 
in figure 2. The SOA implementation exposes the 
services layer to the BIA and risk management 
processes. 
 
Approach Explained 
IT4 provides services to satisfy the customer’s 
business needs.  
 
In figure 2, the SOA architecture layer (yellow) 
services that can be consumed by business users 
are listed and expressed in business language, e.g., 
processing payroll for employees. This service may 

be dependent on other 
services (inter-service 
dependency), e.g., 
processing payroll for 
employees may depend 
on human resources 
(HR) time/attendance 
services. 
 
To deliver this service, 
business processes are 
required to interact with 
each other. These 
processes require 
inputs from other 
processes and also 

Figure 1—Impact of a Disaster 

Continued on page 6 
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create certain outputs for other processes. This is 
similar to the COBIT management guideline 
process model. For the previous finance process 
example, HR processes are required to deliver the 

processing payroll service for the employees. This 
is reflected in both the SOA architecture layer and 
the BIA layer (yellow and maroon in figure 2). 

Continued on page 7 

Figure 2—SOA-BCM Mapping of COBIT Processes 

 



COBIT Focus, January 2010 
 

 
page 7 

From an IT perspective, to provide such a service, 
there are assets, such as infrastructure, manpower 
and applications, required to deliver the service. 
These are explained in the risk management layer 
(blue) of figure 2. Such assets may be exposed to 
threats that exploit the vulnerabilities; this forms 
the basis of the risk assessment. 
 
From the BCM point of view, the BIA (as shown in 
bottom/maroon layer of figure 2) thoroughly 
analyses the impact on these processes, including 
financial and operational, should a business 
disruption occur.5  
 
Traditionally, a BCM plan includes a risk 
assessment for the assets and a BIA for the 
business processes, but they are not clearly 
interconnected. This means that BCM cannot be 
holistically achieved in its entirety and covers only 
major parts of its implementation. However, in this 
approach, SOA is applied from a service delivery 
perspective, and this connects the two pillars (risk 
management and BIA), as shown in figure 2, and 
brings numerous advantages.  
 
The advantages of the SOA BCM model are: 
1. A complete end-to-end understanding of any 

activity in the process chain 
2. At any given point in time, reports can be 

produced from different dimensions, e.g., 
reports showing the critical services facing the 
business, the assets that are associated with 
such services and the other processes in the 
chain that are affected when such a service 
disruption occurs. Similarly, the recovery time 
objective (RTO) and recovery point objective 
(RPO) can be viewed from different angles.  

3. The services approach will provide a more 
customer-oriented approach that satisfies 
business requirements more so than having 
only a product-oriented approach.6 

4. There can be more transparency and better 
governance among business units as the 
demarcation and interactions are very clear. In 
the previous example, HR will clearly 
understand the requirements for a successful 
business continuity plan and its interaction 
points with finance for payroll processing. 

5. With this approach, the BCP testing can be 
planned in phases, as there is more clarity 

among the interaction of various entities, 
unlike in traditional approaches where inter-
links are not reflected clearly. 

 
This architecture can include inputs to various 
other standards such as ISO 20000, ‘IT Service 
Management’, and ISO 27001, ‘Information 
Security Management’. 
 
Conclusion 
Business stakeholders must chalk out an action 
plan for BCM or they may be out of business when 
a disaster strikes. The SOA model shown here will 
help organisations to achieve end-to-end BCM and 
a clearer view on which services are linked to 
which processes and to which assets at any given 
point in time.  
 
Bhavani Suresh, CISA, CISM, CGEIT, CISSP, 
CICA, PMP, ISO 27001 LA, ISO 9001 LA, SKEA 
(Senior Assessor) 
is the chief executive officer of NBiz Infosol. She is 
currently responsible for devising the business 
strategies for NBiz Infosol in the areas of 
information security, business continuity 
management and IT governance. Suresh has 
implemented a number of IT governance and BCM 
projects in the UAE.  
 
Endnotes 
                                                 
1  BSI Group, BS 25999, ‘Business Continuity’, 

2006-2007,UK 
2  This is based on the experiences of the author 

and the BCM approach she has seen in various 
companies. 

3  Although there is no empirical evidence that a 
BCM approach does not implement SOA, this is 
not generally seen or practised.  

4  In this context, the IT unit can be considered as 
an internal unit serving the other business units 
in the organisation or an external IT service 
provider that provides services to its customers. 

5  There are many other elements of a BIA; 
however, they are beyond the scope of this 
article. 

6  According to Michael E. Porter of Harvard 
Business School, a management and 
competitiveness expert 
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Finding Value in Val IT—Two New Publications Aim to 
Provide Just That 
By Peter Harrison, CGEIT, FCPA 
 
Enterprise Value Governance of IT Investments, 
The Val ITTM Framework 2.0 was introduced in 2008 
and was aimed at business managers, in particular 
chief information officers and business executives, 
as they addressed the governance and 
management of IT-related investments. 
 
This created a challenge of adoption and use of 
the practices and concepts in Val IT (pronounced 
Val eye-tee). During ISACA webinars and chapter 
presentations in 2008 and 2009, two key questions 
were asked repeatedly:   
1. How can we use Val IT for our audit and 

assurance activities?  
2. How can we use Val IT practically to manage 

our IT investment programmes; what key 
things can I use that would make a difference? 

 
To address these questions, two key and exciting 
Val IT publications will be released in the first 
quarter of 2010: 
1. Value Management Guidance for Assurance 

Professionals:  Using Val IT 2.0
2.   The Business Case Guide:  Using Val IT 2.0  
 

Value Management Guidance for Assurance 
Professionals 
Value Management Guidance for Assurance 
Professionals is a new publication. Its purpose is to 
provide guidance on how to use Val IT to support 
assurance activities focused on the governance of 
IT-enabled business investments for each of the 
three Val IT domains:  Value Governance (VG), 
Portfolio Management (PM) and Investment 
Management (IM). It is based on the Val IT 
framework and complements and extends the 
existing IT Assurance Guide:  Using COBIT® 
publication into this area of enterprise activity.  
 
Even though some organisations may already be 
including value management practices within their 
scope of assurance activities, this publication adds 
structure and formal process to this area. In 
particular, it enables audit and assurance 
practitioners to focus on the specific scoping areas 
and shows them how to do it. Developed for 
practitioners, it may at first appear to be 
prescriptive; however, practitioners should use 
their professional judgement to select only those 
practices that meet their specific requirements. 
 
The assurance approach used is the same as that 
provided in the IT Assurance Guide. The templates 

Continued on page 9 
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used to show the 
value and risk drivers 
and testing steps for 
each of the Val IT 
processes are also the 
same as those in the 
assurance guide. 
 
What is different is 
that the guide 
provides assurance 
advice for each Val IT 
process based on key 
management 
practices on how to 
test the design of the 
process, how to test 
whether the outcome 
of the process has 
been achieved and 
how to document the 
impact of 
weaknesses. 
 
Additional generic assurance steps are applied 
covering the effective establishment, maintenance 
and sustained operation of the Val IT-related 
processes. These tests are common to all of the 
Val IT processes and provide some assurance 
regarding their reliable operation. 
 
The Business Case Guide  
In almost all organisations, business cases are 
used to varying degrees to support decision 
making regarding new investments in IT and IT-
enabled change. So why another guide on the 
‘why’, ‘what’ and ‘how’ of using business cases in 
practice?  
 
The intention of this publication is to position the 
business case as a valuable management tool—
an operational tool—and provide an easy-to-follow 
guide to creating, maintaining and using the 
business case. As such, this publication builds on 
and enhances the earlier version of this guide, 
Enterprise Value:  Governance of IT Investments, 
The Business Case (2006). The new publication is 
fully aligned with Val IT 2.0 and provides ‘how to 
do it’ tips, maturity models, a practical customer 
relationship management (CRM) business case 
example, and other materials for implementing and 
applying the business case processes throughout 
the life of the investment, delivering the powerful 
operational tool they have the potential to be. 
 

This document is applicable and scalable to all 
enterprises, regardless of industry sector or size 
and whether they are public or private, for-profit or  
 
not-for-profit. It is intended to provide business, IT 
executives, organisational leaders, business 
sponsors and programme managers with an easy-
to-follow guide on getting from ‘why’ through ‘what’ 
to ‘how’ in creating, maintaining and using the 
business case as an operational tool.  
 
The purpose is to enable readers to understand what 
information they need to identify, gather, analyse and 
assess the viability of their proposed investments, 
both during initial selection, implementation and 
ongoing operation of assets resulting from the 
investment through to retirement. It discusses all 
elements of how to keep the business case up to 
date and revised, as necessary, in support of stage-
gate and other reviews. 
 
More specifically, figure 1 shows how IT 
management and business users can take the 
specific sections of Val IT (referencing the relevant 
VG, PM and IM processes) and use them for 
purposes of managing the business case process 
in a practical way. 
 
Peter Harrison, CGEIT, FCPA 
is the Value Management product leader within 
IBM Australia’s Strategy and Change Practice. 

 

Figure 1—Val IT Business Case Development Cycle 
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New COBIT Case Study:   
Blue Cross and Blue Shield of North Carolina 
 
In 2004, external audit firms raised the bar on the 
level of IT controls because of the US Sarbanes-
Oxley Act of 2002. In response, Blue Cross and Blue 
Shield of North Carolina (BCBSNC) created a 
remediation program that addressed each 
Sarbanes-Oxley-related issue individually.  
 
In 2005, a team at BCBSNC realized that they 
needed a control framework to allow them to “own” 
their IT controls. They researched the field, reviewed 
several options and selected COBIT because they 
found it to be the only IT management and control 
framework that covers the end-to-end IT life cycle.  
 
In 2006, BCBSNC began preparing for the National 
Association of Insurance Commissioners’ (NAIC) 
Sarbanes-Oxley-like compliance requirements, 
called the Model Audit Rule. BCBSNC stayed with 
its selection of COBIT as the designated framework 
because the team knew they could use it to meet 
Sarbanes-Oxley compliance requirements. Since 
COBIT also maps 100 percent to COSO, the 
framework being used at the enterprise level, they 
gained approval from senior management to use 
COBIT for their IT controls compliance initiative. 
 
The full text of this and other case studies is 
available at www.isaca.org/cobitcasestudies. 
 

 
COBIT Focus is published by ISACA. Opinions 
expressed in COBIT Focus represent the views 
of the authors. They may differ from policies 
and official statements of ISACA and its 
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Focus. COBIT Focus does not attest to the 
originality of authors’ content. 
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without fee. For other copying, reprint or 
republication, permission must be obtained in 
writing from the association. Please contact 
Joann Skiba at jskiba@isaca.org. 
 

Help Others Learn About COBIT 
 
COBIT is benefiting organizations 
internationally, and there is a great demand for 
case studies that describe different 
implementations. The experiences described in 
a COBIT case study are effective ways to share 
what is working and challenges faced by 
organizations.  
 
Submitting material for a case study is easy. 
Simply contact news@isaca.org or 
+1.847.660.5566 to receive details and a list of 
questions. Examples of full implementations 
are not necessary. ISACA staff members will 
draft the case study based on the information 
supplied and send it back for the organization’s 
review and approval. Once finalized, it will be 
included in the COBIT case study section of the 
ISACA web site and possibly in internal and 
external publications and marketing materials. 
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